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Ransomware Attack with Massive Damages

US$75 million

The largest ransom demanded 

to-date

Source: Zscaler

Global organizations was hit by 

ransomware  in 2023.

Source: Sophos

66%

93% of Attacks target backup storage,

39% backup data is completely lost.

Source: Veeam

93%



Worldwide Guidelines for Data Resilience

NIST Cybersecurity Framework

Cybersecurity Agency of Singapore

Cybersecurity Code of Practice v2

…

General 
Framework

Industrial 
Guideline

Hong Kong Association of Banks 

Secure Tertiary Data Backup Guideline

Insurance Guideline, etc..

General Data Protection Regulation

Sheltered Harbor



NIST Cyber Security Framework suggests IPDRR with 3-2-1   

• Develop and implement appropriate activities to 

identify the occurrence of a cybersecurity event
✓ Event detection 

✓ Integrity monitoring 

✓ Logging

✓ Reporting 

✓ Mitigation and containment 

✓ Forensics/Analytics

• Plan to save more than one backup file to safeguard your information

To increase the chances of recovering lost or corrupted data, follow the 3-2-1 rule: 

3 Copies – Keep at least three copies: one production and two backup storage. 

2 Media Types – Keep the files on two different media types to protect.

1 Off-site Copy – Store one copy – or “go bag” – off-site (e.g., outside the home or 

business facility).

2.0

GOVERN (GV): 

The organization’s cybersecurity risk management 

strategy, expectations, and policy are established, 

communicated, and monitored 



Multilayer Ransomware Protection (MRP): Industry's First 
Network-Storage Collaboration Solution - Six-Layer Defense
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FireHunter

HiSecEngine

HiSec Insight

Network 
zone

OceanCyber 300

Production center Isolation zone

Honeypot Source tracing

OceanStor Dorado OceanProtect

OceanProtect
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Detection & Analysis

Fast & Reliable Backup

Immutable Storage

Air-gap Isolation

StorageNetwork 

Anti-intrusion

Anti-proliferation

Key Technologies

OceanProtect

OceanProtect

OceanCyber
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100% Proven Effective

100%

Detection

177

Samples

Certified by US Tolly Group

Security policy

Network-storage 
collaboration

OceanStor Dorado
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Collaborative Detection: Network-Storage Collaboration, Covering Pre-

event, In-event, and Post-event Detection with 99.9% Accuracy

Collaborative detection

Isolation zoneNetwork zone Production zone

Internet

USG

Next-

generation 

firewall

FireHunter

Sandbox

Huawei 

OceanCyber

Appliance

OceanStor Dorado 

All-flash storage

OceanProtect

Backup storage

OceanProtect

Backup storage

DME

Data 

management 

engine

HiSecInsight

Security situational 

awareness

Air Gap

Associated 

triggering

Storage detection

OceanStor Dorado 

Production storage
Feature 

detection

Behavior 

detection

Traffic detection

I/O change

File feature

Entropy change

Feature detection

Traffic detection

Behavior detection

I/O change

File feature

Entropy change

Abnormal encryption 

behavior

Network detection

Storage detection

Passive defense            Proactive defense



Storage Layer 1 Protection – NAS Storage Detection

1

2

3

Pre-event 

interception

In-event 

monitoring

Post-event

detection

I/O behavior-based detection

Malicious behavior 1

Read
Write

(Encrypt)

2

Malicious behavior 2

Read Delete
1 2 Write

(Encrypt)
3

Malicious behavior 3

Read
Write

(Encrypt)

1 2
Delete

3

Huawei ML model-based detection

Traditional ML models

99% ransomware 

detection rate

Signature-based detection

Production storage

Blocklist 1

Backup storage

Blocklist 2 Blocklist 3 Blocklist 4 Blocklist N

1

Huawei ML models*

99.99% ransomware

detection rate

Victim

file

New

file

> 60%

> 90%

> 99.99%

Victim

file

New

file

Victim

file

…

* Huawei ML model： Improving the accuracy of abnormal behavior detection by using local incremental entropies algorithms



Storage Layer 1 Protection – SAN Storage Detection

Content feature change-based detection

T0 T1

Snapshot comparison

SAN detection：Huawei vs Vender D

1. Entropy change-

based detection

Normal block data Abnormal block data

2.Snapshot change-

based detection

3.Capacity change-

based detection

Incremental data

Capacity changeIncompression ratio change

+

Encrypt

Training

Build-in detection External detection

VS
OceanStor Dorado …….Max

Huawei Vender D

Block entropy detection √ ╳

Snapshot change detection √ ╳

Compression ratio and 

capacity change detection
√ √

Competency Comparison

Customer Benefits

• Ransomware detection within seconds (< 1 min)

• Reduce time by 20x by pinpointing clean copies



Storage Layer 2 Protection – Anti-tampering with WORM or 
Secure Snapshots

Backup Storage

Backup Software

(WORM Compatible)

Backup environment

Backup 

Data

Apply 

WORM

Backup resource pool

WORM 

Filesystem

Secure 

Snapshot

Production environment

Backup 

Data

Backup Software

(Non-WORM Compatible)

Production Storage

WORM 

Filesystem

DWHOLTP Database

SAN

Secure 

Snapshot

Storage resource pool

NAS

File Container AI



First all-flash backup vendor

Improved backup and 

recovery performance

Patented algorithm

Ultimate data reduction

Active-Active architecture

Uninterrupted backup

and recovery tasks

OceanProtect

1974 20222004 172 TB/h vs 41TB/h

Max. recovery bandwidth

Storage Layer 3 Protection – Fast & Reliable Backup

OceanProtect Series

OceanProtect

50GB/s, 5x ↑

72:1 vs 50:1

Data reduction ratio

30% space saving

99.9999% vs 99.999%

A-A vs A-P

10x reliability
OceanProtect

OceanProtect



Storage Layer 4 Protection – Air Gap Isolation

Production Area Isolated Backup

Production or 

Backup Storage

Production or 

Backup Storage

OceanStor

BCManager

Physical Isolation Logical Isolation

VS

Huawei Vender N

Data flow

Other flows

Physical Air-Gap Logical Air-Gap

VS



Third-Party Awards, Certifications of Huawei Anti-Ransomware Solution

2023 Security Innovation Award

Huawei and PwC Data Storage 

Ransomware Protection Best 

Practices White Paper

Enhanced ransomware 

protection resilience 

through a multi-layer data 

protection architecture

Future Security Award 2024 CAHK STAR Award 2024



Huawei has been engaged in security for 20 years and continuously invests in building 
security capabilities.

Lab

Shield Lab
Trustworthiness, trusted computing, 

and cryptography

Applied Network Technology 
Lab

AI-based APT analysis

Anshi Lab
Cutting-edge security product 

development

2012 Labs
Security and privacy protection 

technologies Perlis Lab
Evaluation technologies of security 

protection effectiveness

Hangzhou team
Security gateway

Malicious code detection and sample 
analysis

2500+ EUR 1.2 billion6 security technology labs 3000+
Security R&D professionals Security R&D investment 

per year
R&D teams Security patents (chips, AI, 

etc.)
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MSP Case:
Huawei Successfully Restored Services Using Secure Snapshots

Event review

15:00 An end user reported service interruption

15:10 Encrypted VMs were found,

15:15 Tried to restore the encrypted VMs with the

backup data but found the backup data was also

encrypted

15:20 Mounted secure snapshots in sequence,

verified the status of the VM data, and found the

latest clean secure snapshot to restore data.

19:00 Services were rolled back to the time before

the ransomware attack.

19:01 Data was restored successfully and VMs

were restarted,

19:05 Services ran properly.

Production

VM2 …VM1

Virtualization

Veeam + General-

purpose server

① Encrypts 

backup data 

② Encrypts 

production VMs

veeam

Zero
Data tempering

3x
Recovery speed

Customer was attacked by ransomware. With 4 hours of investigation and verification, the built-in secure snapshot 

function of OceanStor Dorado was used to restore data successfully, avoiding paying a ransom of US$1M.

OceanStor

Dorado

Snapshot

OceanProtect

Air 

Gap

OceanProtect



30% lower TCO, unified management and easy 

O&M

The OceanCyber data security appliance centrally configures and manages 

detection policies, global anti-tamper policies, and air gap policies, 

eliminating manual configuration and greatly reducing system complexity.

100% ransomware detection rate for SAN&NAS，

0 data tampering

• Intelligent analysis of abnormal behavior and file damage 

features based on the ML algorithm, achieving a ransomware 

detection rate of 100%;

• Secure snapshot/WORM provides anti-tamper protection for 

data copies and restores data from secure snapshots in seconds.；

Air Gap physical isolation

Automatically disconnection of isolation zone by Air Gap 

technology to keep an always clean copy retained. 

OceanStor 

Dorado 8000

OceanProtect

X8000

OceanStor 

Dorado 8000

OceanProtect

X8000

DC 1 DC 2DC 3
Active-

passive

Replication

Air Gap

Isolation 

zone

OceanStor 

BCManager

Control 

Center

OceanCyber 300 Data Security Appliance

Bank is a leading bank in country with over 150 branches and 550 ATMs nationwide. Founded in 1976 and headquartered in capital city, it 

serves 54 cities across country, providing comprehensive retail and corporate banking services.

Bank Case in Serbia/Europe: 

Bank Selects Huawei Ransomware Protection Storage Solution to Safeguard 

Core Data



Customer in South Africa Case: 

Customer chooses Huawei ransomware protection storage solution to 

enhance data security

30% less TCO, unified management of 

Ransomware protection, and easy O&M
The data reduction ratio is increased from 2:1 to 4:1, making 

data backup faster. Incremental backups are performed every 

day, and copies are retained for 15 days. The production and 

backup data center use the same ransomware protection 

architecture for centralized management of all production 

storage, reducing system complexity.

Company has three data centers, nine branch centers, and more than 300 branch sites.

3X recovery performance improvement for 99.999% 

electric power SLA
Second-level recovery of secure snapshots; LUN replication 

enables 56 TB/hour recovery speed of primary storage and 22 

TB/hour recovery speed of backup data.

Zero data tampering and deletion, ensuring power 

production security
Secure snapshots ensure that data backup cannot be modified 

or deleted. Physical Air-Gap builds an isolation zone and 

provides dual protection to ensure data copy security and 

reliability.

Storage ransomware protection solution (unified architecture 

for production/backup/ransomware protection)

OceanStor

Dorado 

production 

storage

FC Switch

OceanStor

Dorado

OceanStor BCManager

Firewall

Air Gap

Megawatt Park Data Center/DR Data Center

(Production/DR data center)

OceanProtect

Backup storage

Other 

vendors' 

productio

n storage

OceanProtect

backup storage

Production server 

cluster
Dedicated backup 

server

10GE encrypted 

replication link

Secure 

snapshot

Storage 

encryption



Copyright©2018 Huawei Technologies Co., Ltd.

All Rights Reserved.
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the future financial and operating results, future product 

portfolio, new technology, etc. There are a number of factors that 

could cause actual results and developments to differ materially 

from those expressed or implied in the predictive statements. 

Therefore, such information is provided for reference purpose 

only and constitutes neither an offer nor an acceptance. Huawei 

may change the information at any time without notice. 

把数字世界带入每个人、每个家庭、
每个组织，构建万物互联的智能世界。

Bring digital to every person, home and 
organization for a fully connected, 
intelligent world.

Thank you.


