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YOUR MOBILE IDENTITY o R EEERE T, =
High Tech International

MOBILE DOCUMENT

NO MORE ¢
LOST SOCKS...
OR IDS!
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MB TECURE-ID PO [ —

YOUR MOBILE IDENTITY ® e R
High Tech International

= User identification via mobile devices Teaaens e
= Follow the ISO 18013-5; MBTECURE-D & &
- Data structures SR A P 2 B

— Communication protocols

Senublic of Uopia

w 11102023 » 10.10.2028
+ MUEHLBAUER GROUP
« 000015576

mobilelD, mobileDL, DTC, DTA n el
Available on PlayStore and AppStore ' -,Z\. .

SECURITY MEASURES AND PROTOCOLS

Data to be digital signed by issuing authority
Current market of mobileDLs is the United States of America
Legal framework to be in place
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MB TECURE-ID  Modes Of Operation % | MiihIbauer

YOUR MOBILE IDENTITY Q e e =
High Tech International

DOCUMENT HOLDERS (CARRY YOUR DIGITAL ID SECURELY)

= refers to utilization, access control, privacy, selective information sharing (optional for the document owner)

= Store your ID (keep ISO 18013-5 compliant digital document, like a mobile passport, directly on your phone)

= Fast & Secure Verification - Share your ID with another Tecure-ID user instantly via Bluetooth or by scanning a QR code.
= Privacy First - Support use of multiple keys for the document issued and rotate the keys used during verification

= Prove It's Really You - Verifiable face data confirms the document belongs to the person presenting it.

= Your Data, Your Control - Keep a history of all verifications, or turn it off anytime for extra privacy.

VERIFIERS (INSTANTLY CHECK DIGITAL IDS)

= refers to process reliability, reduced privacy-violation risks, better QC by eliminating the human factor during issuing
= reduce identity frauds and risk of use expired / invalid DL

= Fast, Simple Connections - Initiate verification with a quick QR code scan based on ISO 18013-5.

= Secure Data Transfer - Exchange information with the holder via end-to-end encrypted Bluetooth (BLE).
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MB TECURE-ID  Digital Travel Credential (DTC) | MiihIbauer

YOUR MOBILE IDENTITY R EEERE T, =
High Tech International

= Digital version of Travel ID to securely represent identity in travel context (ICAQO standardized)

= Current status — launching DTC Type 1

= Policies - ICAO, ISO & NIST (National Institute of Standards and Technology) as the roof framework organizations are
responsible that multiple more standardizations will be considered

TYPE 1 Derived by traveler
TYPE2 [
Different Types = Issued by authority
TYPES (e
=k
= Fully digital
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[E)MB TECURE-ID  Digital Travel Authorization (DTA) M| MiihIbaer

YOUR MOBILE IDENTITY g L L L
High Tech International

= Airline’s challenges with non-standardized Visas
= eVisa current status (challenges)
= DTA conceptualization scope and benefits:
(completed online, issued electronically, automated risk screening)

eVisa Printout Verification ANp———
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CHALLENGES SOLUTIONS T
Lack of verifiable security feature = Interactive Advance passenger Information (iAPI) oo el
No harmonization of display, = |CAO Digital Travel Authorization (DTA)
barcodes not interoperable = Common Objectives
Carrier’s liability with Doc Check = |ATA
Checking website > Not supported = |CAO DTA Technical Specifications
Time-sensitive Check-In Process — Similar Data fields
No automation or digitalization of — Secure element: digitally signed barcode
Doc Check possible — Harmonized display

20N https://www.icao.int/Meetings/TRIP-Symposium-2023/Pages/Presentation.aspx
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Q The Image is based on: Challenges Airlines Face with Non-Standardized eVisas, Karine Boulet-Gaudreault, Senior Manager, Passenger Facilitation, Infrastructure and Customer Experience, IATA


https://www.icao.int/Meetings/TRIP-Symposium-2023/Pages/Presentation.aspx

MB TECURE-ID eGovernment digitalization M Miihibauer

YOUR MOBILE IDENTITY R EEERE T, =
High Tech International

TR\

ISO

NS

ISO 18013-5
ISO 23220

Trusted eServices
elDAS
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YOUR MOBILE IDENTITY @ R EEERE T, =
High Tech International

MOBILE ENROLLMENT

80 SCAN DEMOGRAPHIC DATA

i P e &
yase
N )N/ Address: [Locstion]

Full Name:  [Input Field]
Address: [Date]
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« Windows OS based Enroliment kit solution

« Market asks for true mobile solution
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MB TECURE-ID

YOUR MOBILE IDENTITY

Enrollment on mobile platforms

- Current approach: desktop and portable
kits

=

* Low availability of Windows tablets
(virtually limited to one tablet model)

» General HW performance
* High price
- Non-integrated Enrollment kit (detached

fingerprint scanner)
- Only web applications

* Yes, it is mobile, but through browser
* Online only

Officer use

High Tech International

« True mobile

+ Android and iOS

« Market availability

« Integrated HW solution

- Different form factors (tablets and

mobile phones)

- Offline support

Citizen use
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MB TECURE-ID

YOUR MOBILE IDENTITY

Form factor
« 8" Screen Fully Integrated Tablet

Rugged by design

Landscape & Portrait mode

Document Reading

- Document Reader (MRZ + RFID)
- NFC

- Contact Card Reader
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Android OS "'

an>=x0ID

Enrollment on mobile platforms — Tablet

High Tech International

All Biometric modalities from the
GETID Desktop

- Face
- Fingerprint
- Iris
- Signature
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MB TECURE-ID

YOUR MOBILE IDENTITY

Demographic/Biographic Data
- Native Android GUI components

Please fill in the required fields *

Enrollment on mobile platforms - Workflow

Personal Information

High Tech International

Personal number Given name Surname
8555555555552 Isidora Obradovic
E I Date of birth (MM/DD/YYYY) Brazi o
emale 12/12/1999 razt
Province of birth City of birth National ID
Province Rio de Janeiro 434525262727829
Brazil w

12/5/2025
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High Tech International

MRBMOJEDQHRE'D Enroliment on mobile platforms - Workflow M Miihibauer

) 09:56 |
Portrait Image - Face Task
- Android based ICAO Checker
+ FaceFound l | ¥ WidthOfHead | " IsFrontal
i +/ EyesOpen | X LengthOfHead | v/ GoodGrayScaleProfile
: + MouthClosed | +" Resolution | v IsLightingUniform
h-4 GnodVerlicaIFacePosili;. | + ImageWidthToHeight | " IsSharp
- X HorizontallyCenteredFace - | +" GoodExposure
( @ Re-Capture )

e ©
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MB TECURE-ID

YOUR MOBILE IDENTITY

Fingerprints
- 442 procedure on FAPG0
device

S
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High Tech International

IODE NAME Flst Four{Righ

M Right Hand
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MB TECURE-ID

YOUR MOBILE IDENTITY

Iris Image
Dual Iris scanner

T
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High Tech International
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MB TECURE-ID Enrollment on mobile platforms - Workflow M Miihlbauer

YOUR MOBILE IDENTITY R EEERE T, =
High Tech International

M signature

Signature Image
Pen on the tablet screen
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MB TECURE-ID  Enrgliment on mobile platforms — apps market M | Miihibauer

YOUR MOBILE IDENTITY e L
High Tech International

Why Enrollment app?

- We already have applications running on mobile phones (web)
- Analysis of the market (percentage of mobile phone usage)

General trends (2024 estimates)
Mobile apps: ~65-80%
Mobile web: ~10-20%
Desktop web: ~10-20%

E-government trends (2024 estimates)
Mobile apps: ~30-50%
Mobile web: ~30-40%
Desktop web: ~20-40%

Mobile apps are growing in adoption, especially in countries with digital ID systems or centralized services!
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!X,'HBMOBTED%HRE'lD Enroliment on mobile platforms — publicapp  g¥ | Miihibawes

Mobile Enrollment application used by citizens!

As the governments increasingly adopt digital tools and platforms =» the onboarding process for citizens has shifted online
Online (digital) onboarding =» process of integrating new users or employees into a system, service, or organization through digital platforms
like software applications, e-commerce, and employee onboarding. Benefits are:

« Efficiency: Streamlines the process, saving time for both the organization and the user.
* Accessibility: Users can access data anytime, anywhere, leading to a more flexible experience.
« Scalability: Easily accommodates a large number of users without the need for extensive resources.

While this transition offers numerous benefits, it also presents significant challenges that can hinder user engagement and overall satisfaction
Our solution aims to answer these challenges

* Unattended mode (used by citizens)

 Supports Android and iOS plartforms

 Security

* Simple integration with existing eGov digital services (not necessarily MB)
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!X,IRBMOBTED%HRE'lD Enrollment on mobile platforms M |Miihibauer

High Tech International

Mobile Enrollment application: intuitive and easy to use!

Key components of Enrollment app on mobile phones:

- User-Friendly Interface: A smooth, intuitive design that guides users through the onboarding process,
making it easy to understand and navigate.
Step-by-Step Guidance: Clear instructions and intuitive wizzard like approach to help users become
familiar with the features and functionalities of the platform.
Documentation and Resources: Providing access to FAQs, user manuals, and support resources to assist
users in their activities.
Progress Tracking: Allowing users to see their progress throughout the onboarding process, which can
motivate them to complete it.
Feedback Mechanisms: Collecting user feedback to continuously improve the onboarding experience
based on real user insights.
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MB TECURE-ID Enrollment on mobile platforms M | Miihlbauer

YOUR MOBILE IDENTITY
High Tech International
Two step workflow process!

Account registration
Citizen create their personal eGov accounts
With defined username and password authentication and authorization take place
Remote identity verification (RIV)

Enrollment process comprises several steps
- Demographica data: A smooth, intuitive user interface guides users through the process of collecting
personal data (identification data, address data, etc.)
Face photo acquisition: Face capturing and processing based on ICAO guidelines.
Fingerprint acquisition: Contactless capturing.
Signature acquisition: Capturing of signature.
- Application summary: Overview of collected data with possibility to correct it.
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MB TECURE-ID

YOUR MOBILE IDENTITY

Verify identity in less than 1 minute!

Remote identity verification comprises of 2 steps
Document verification

Face Acquisition

Identity Document Auto-Capture

OCR & Automated ID Classification

Biometric Verification & Data Consistency Check
Document Authenticity Validation

Face Auto-Capture and verification
Liveness Detection (Active & Passive)

Enrollment on mobile platforms — RIV

M

High Tech International

12/5/2025
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MB TECURE-ID Enrollment on mobile platforms — RIV M Miihlbauer

YOUR MOBILE IDENTITY
High Tech International

117808 «

Document proce: g

.” Remote Identity Verification

,” Remote Identity Verification

Verification status: Pending

START SCAN DOCUMENT

Verification status: Verified
Similarity: 99.55%

VUKCEVIC KRISTINA

Captured Image

START SCAN DOCUMENT
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i_J' MRBMDJEDQHRE'lD Enrollment on mobile platforms — enroliment M

High Tech International

1M20BQH « N21BEOE » N21BEB » O 100%8 1M21BRSG » 2 100%8
.” Personal information : ." Personal information : o " Passport info : .“ Visa information H
G E——~ ) e
uired fields * Page iease fill in the required fields * age 212 Please fill in the required fields * age 1 Please fill in the required fields * Page 2.
Given name* o Nationality v Passport type v Purpose of visit od
*Given name is required
E tionalit <7 Do You Have Children Endorsed on Your Passport
o grmernationality Passport number Accompanying You?
*
Surname’ O ves
*Sumame is e 2
Do You Have Dual Nationality? Country of issue & O No
O Yes
Date of birth* (MM/DD/YYYY) i)
O No
birth is required Place of issue Date of arrival (MM/DD/YYYY) E'!
Gender* M Imigration status v Host contact information
“Gencer s required Previous passports = £
Country of residence v
Marital status v o Full name
Date of issue (MM/DD/YYYY) )
Country of birth visa v City of residence Acting On
Date of expiry (MM/DD/YYYY) )
Place of birth (City, State/Province) Current residental address Full address
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High Tech International

MB TECURE-ID Enrollment on mobile platforms — biometry M Miihlbauer

YOUR MOBILE IDENTITY

Align Fingers With Guides

Cannot find fingers

Success

Your application has been successfully
submitted!

OK
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